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Deadline to join the
consortium

PARTNERING NEEDS AND EXPECTATIONS

Potential role in the
project

SYNACKTIV offers a dual capability: acting as the Custom Security Software
Developer to build, prototype, and deploy specialized security tools (e.g., custom
scanners, automation frameworks, defensive tooling), and as the "Red Team" /
Offensive Assessor to rigorously test and validate the resilience of the project's
overarching architecture.

What specific
expertise or resources
are you ideally looking
for in a partner for this
call?

- Project Coordinators (Large Industries, RTOs, or Academics) looking for agile,
highly specialized tech companies capable of developing niche security software
modules and conducting advanced technical audits.

- System Integrators & Platform Developers who need to integrate custom
security tools, APls, or advanced monitoring components developed by
SYNACKTIV into larger ecosystems.

- End-Users (Critical Infrastructure, Public Entities, LEAs) who can provide real-
world data, operational requirements, and testbeds to pilot both our custom
security software and benefit from our assessment capabilities.

What is the
responsibility your
entity wishes to
assume in the project

Technical Partner [ Technology Provider [ Work Package (WP) Leader in Security
Engineering, Tooling Development, and Validation.

SYNACKTIV wishes to take responsibility for tasks or work packages dedicated to
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Security Engineering, Prototyping, and Vulnerability Assessment.

Our specific responsibilities would include:

- Software Development & Tooling: Designing, developing, and prototyping
specialized security software solutions, custom analysis tools, or automation
scripts tailored to the project's technical challenges.

- Security Validation: Conducting rigorous technical evaluations (source code
audits, penetration testing, reverse engineering) of the components built by the
consortium.

- Hardening & Remediation: Providing actionable guidelines and custom software
fixes/patches to ensure a true Security-by-Design lifecycle for the project's
deliverables.

What are your
expectations regarding
the collaboration and
contribution of
partners in the
project?

We expect a highly collaborative, transparent, and agile environment focused on
robust software engineering and security practices. Specifically, we expect
partners to:

- Define clear technical requirements, architectural designs, and API
specifications early in the project to ensure seamless integration of SYNACKTIV’s
custom tooling.

- Maintain active code-sharing and feedback loops (e.g., via shared repositories,
sandboxed environments) to allow our DEV and Audit teams to iterate efficiently.
- Engage constructively when security flaws are discovered, treating our findings
as a collaborative mechanism to harden the final software output.

Are there any specific
requirements or
conditions you have
for potential partners?

- Confidentiality & Trust: Given the sensitive nature of both custom security
tooling development and vulnerability research, partners must strictly adhere to
security protocols regarding data handling and responsible disclosure.

- Technical Maturity: Partners should be committed to modern software
development lifecycles (CI/CD, stable test environments) to facilitate smooth
integration and testing of our security solutions.

EXPERIENCE IN EUROPEAN AND NATIONAL PROJECTS (IF ANY)

Subvention BPI France: HYPERFORM
https://hyperform.fr/

Subvention BPI France: uPQRS
https://quantique.france2030.gouv.fr/recherche-innovation/projets-de-

cryptographie-post-quantique/

Experience in
national funded
projects

Subvention BPI France: REVELIO
https://revelio.eu/

Subvention Agence Innovation Défense RAPID: DMA
Subvention Agence Innovation Défense RAPID: DISCONET
https://www.defense.gouv.fr/aid/deposez-votre-projet/rapid-regime-dappui-

linnovation-duale
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Experience in EU
funded projects

Projet EX-FILES:
https://cordis.europa.eu/project/id/883156/fr

Projet OVERCLOCK: https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/opportunities/projects-
details/31077817/101038710/ISFP

Projet REVEAL:

https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/opportunities/projects-
details/43252368/101202132/ISF

CONTACT INFORMATION

Contact person

Martin BALCH

Organisation

SYNACKTIV SAS

Position/title

Director of Development

Email address

martin.balch@synacktiv.com

Phone number

+3365292 2995

Website

https://www.synacktiv.com/

Thank you for your interest in partnering!
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