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Hardening Secure Al

7.

Proposal title: PROOFTEST-AI - Privacy, Robustness and Operational Framework for Testing and

Abstract: PROOFTEST-AI addresses a critical barrier to deploying Al in cybersecurity-sensitive
environments: organisations cannot determine, with reproducible evidence, whether an Al system
remains robust, private and reliable under realistic attacks and failures. The project will deliver a threat-
model-aware assurance and hardening workbench and reference systems, advancing from TRL 4 to TRL
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Unlike static leaderboards and checklist assessments, PROOFTEST -All treats robustness as a measurable
system property determined by the task, data and deployment boundaries, adversary, operational
consequences and selected controls. Its assurance loop will define acceptance gates; stress-test
adversarial inputs, poisoning, backdoors, manipulated retrieval context, privacy leakage, instability and
unsafe tool use; diagnose root causes; apply technical, external or operational controls; re-test hardened
configurations; and generate machine-readable evidence and residual-risk records.

Technical innovation will focus on poisoning and backdoor resistance, robust private and federated Al,
statistically calibrated runtime anomaly detection and reaction, uncertainty-aware safeguards, and
bounded controls for retrieval-augmented and agentic systems. Local and federated execution will keep
sensitive data within trusted boundaries while quantifying privacy, utility, latency, energy and
communication trade-offs.

Results will be validated in four settings: cyber-critical assistance, federated private Al, Al-supported
software-vulnerability detection and repair, and process-aware OT/PLC agents. Each pilot will produce a
hardened configuration, evidence card, deployment playbook and procurement scorecard. Open
benchmarks, reproducible protocols, training and standardisation inputs will support developers, SOCs,
vendors, public administrations, critical infrastructure operators, auditors and procurers - showing what
is protected, what remains at risk and when deployment is acceptable.

Keywords: threat-model-aware assurance; adversarial machine learning; poisoning and backdoor
mitigation; privacy-preserving federated learning; runtime anomaly detection and reaction

Confirmed participants:

Participant organisation name Country
European Research Consortium for Informatics and Mathematics (ERCIM) FR
HUN-REN Institute for Computer Science and Control (SZTAKI) HU

IDRYMA TECHNOLOGIAS KAI EREVNAS FOUNDATION FOR RESEARCH AND GR
TECHNOLOGY HELLAS (FORTH)

BOC Products & Services AG (BOC) AT
SBA Research gemeinniitzige GmbH (SBA) AT
Luxembourg Institute of Science and Technology (LIST) LU
INSTITUT NATIONAL DE RECHERCHE EN INFORMATIQUE ET FR
AUTOMATIQUE (INRIA)

Athena Research and Innovation Center (ISI) GR
Orange Romania (ORO) RO

The consortium is coordinated by ERCIM, technical lead is SZTAKI.

Call for participants:

PROOFTEST-AI invites organisations operating or deploying Al in cybersecurity-sensitive
environments to join its validation community. We seek SOCs and CSIRTSs, public administrations,
critical-infrastructure operators, cybersecurity vendors, regulated enterprises, Al platform providers,
auditors and procurement bodies willing to test the project’s assurance and hardening workbench in
realistic settings.

Validators will gain early access to threat-model-driven stress tests for adversarial manipulation,
poisoning, backdoors, privacy leakage, unstable outputs, unsafe tool use and runtime anomalies.
Participation will help organisations identify hidden weaknesses before deployment, compare mitigation
options, quantify privacy—utility—performance trade-offs and define evidence-based acceptance gates.
Selected validators will receive pilot-specific evidence cards, residual-risk records, deployment
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recommendations and procurement scorecards supporting internal governance, supplier assessment, audit
preparation and Al Act conformity activities.

Participants can benchmark systems against shared protocols, influence the workbench roadmap, shape
sector-specific use cases and gain visibility in European cybersecurity and Al-assurance networks.
Engagement can range from expert review and controlled benchmark execution to full validation in

local, private or federated environments. PROOFTEST -Al offers a practical route from uncertainty about
Al risk to measurable deployment confidence.
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