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Section 1 - Contact details 
 

Organisation Name  
(full name) 

  

Type of organisation   
City   
Country    
www address   
Contact person 
(name and surname) 

  

Telephone    
Email    
 

 
 

Section 2 – Sector of interest 
 

Work programme Horizon Europe Work Programme 2026–2027 – Cluster 3: Civil Security for Society 
Topic according to the 
work programme 

HORIZON-CL3-2026-02-CS-ECCC-01 – Approaches and tools for security in software and 
hardware development and assessment 

 
Section 3 - Description of the expertise and/or project idea  

 

Description of the 
expertise  
(max 2.000 characters) 
 

Italian private healthcare provider accredited by and contracted with the National Health Service, 
offering a real 24/7 clinical environment that combines legacy and modern systems, clinical and 
administrative software, connected medical technologies, virtualisation, network segmentation, 
backup and disaster recovery, and an internal Linux/open-source application. The organisation is 
implementing a documented NIS2-oriented remediation programme and the careSOC framework, 
supported by a careSOC device for local observability, evidence collection and security governance. It 
can contribute as healthcare end-user, real-world pilot site and operational validator by providing 
requirements, realistic scenarios, controlled test conditions, metrics, user feedback and validation 
reports, while preserving continuity of care and confidentiality. 

Description of the 
project idea  

Real-world healthcare validation of tools and methodologies for Software Supply Chain Security. The 
pilot would assess software provenance, third-party dependencies, vulnerability detection, secure 
update distribution, security-by-design, lifecycle governance and resilience across mixed-generation 
clinical infrastructure and connected medical technologies. Testing would follow a staged approach 
using laboratory or replicated environments, synthetic or protected datasets and formal go/no-go 
gates before any controlled operational validation. The organisation seeks a mature consortium 
providing the core research and technology capabilities; it would act as end-user, requirements 
provider, pilot site and validator, contributing healthcare-specific acceptance criteria, continuity-of-care 
constraints, evidence and dissemination. The proposal is not intended to finance ordinary ICT 
replacement or to expose sensitive infrastructure details without institutional validation and 
appropriate confidentiality safeguards. 
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